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Test information:

Number of questions: 59

Time allowed in minutes: 90

Required passing score: 69%

Test languages: English

Description: Covers IBM Notes and Domino 9.0 Social Edition material as it relates to these competency areas:

Security

Messaging

User Management

Replication

Security

Understand IBM Domino certifiers

Understand IBM Notes Shared Login (NSL)

Understand the seven levels of security

Understand different levels of encryption

Understand the internet password

Design a certificate structure

Create an ID Vault

Manage an ID Vault

Configure ID Backup and Recovery

Configure Certificate Authority

Manage the Certificate Authority Process

Manage XPages Security

Configure Key Rollover

Understand the Credential Store

Utilize Access Control List (ACL) and Execution Control List (ECL) security

Understand SAML

Understand protected groups

Understand Readers and Authors fields

Understand Full Access Administrator and other options

Understand Java policy file

Understand differences between IBM Domino and Internet certificates

Install SSL certificate

Understand session authentication

Utilize hidden design

Understand password management

Messaging

Understand IBM Protector concepts

Understand IBM iNotes configuration

Understand IBM iNotes redirection

Configure messaging

Configure SMTP rules

Understand message delivery restrictions and controls

Track messages

Understand MIME mail options

Understand native IBM Notes mail routing

Manage IBM Notes Traveler functionality

User Management

Manage Roaming Users

Move users

Register users

Rename users

Recertify users

Utilize the Single User to Multi-User Migration tool

Manage a user’s group membership

Utilize Smart Upgrade/Deployment Kit

Understand the Notes Install Cleanup Executable tool (NICE)

Understand DOLS (Domino Off-Line Services)

Understand types of policies (org, explicit, dynamic)

Understand policy settings

Understand relationships between settings and policies

Configure policies

Manage settings with formulas, including machine-specific settings

Deploy policies

Troubleshoot policies

Replication

Understand replication

Understand cluster replication

Understand managed replication

Set up clustering

Understand replication restrictions

Configure PIRC (Purge Interval Replication Control)

QUESTION  1

An administrator is not able to access a database on an IBM Domino server as he/she receives

the error “You are not authorized to access that database”. What can the administrator do to

access that database?

A. Switch IDs to the server ID then try to access the database.

B. Turn on “Full Access Administration” then try to access the database.

C. Run maintenance (fixup, compact, updall) against the database in question.

D. Try to modify the Access Control List of the database by selecting the database in the Files tab

of the administrator client.

Answer: B

Explanation:



QUESTION  2

What is a requirement for implementing the IBM Notes password expiration of Notes users?

A. Notes shared login must be enabled.

B. Users must have their ID in the Notes ID vault.

C. Password checking must be enabled on the IBM Domino server.

D. Password expiration must be configured via a Policy and Person document.

Answer: C

Explanation:



QUESTION  3

What encryption standard has been introduced in IBM Domino 9.0 Social Edition?

A. Secure Hash Algorithm (SHA-2)

B. Wired Equivalent Privacy (WEP)

C. Advanced Encryption Standard (AES)

D. Federal Information Processing Standard (FIPS)

Answer: A

Explanation:



QUESTION  4

Where is an X.509 certificate, which is used to sign and encrypt SMTP mail, stored?

A. in the notes.ini

B. in the IBM Notes ID file

C. in the Personal Names and Address Book of a user

D. in the Person document in the IBM Domino Directory

Answer: B

Explanation:



QUESTION  5

What is used to determine the level of access users and servers have to a database?

A. Policy settings

B. Server document

C. Access Control List

D. Execution Control List

Answer: C

Explanation:
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