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300-730 SVPN : Implementing Secure Solutions with Virtual Private Networks
Duration: 90 minutes
Languages: English and Japanese

Associated certifications
CCNP Security
Cisco Certified Specialist – Network Security VPN Implementation

Exam overview
This exam tests your knowledge of implementing secure remote communications with Virtual Private Network (VPN) solutions, including:

Secure communications
Architectures
Troubleshooting

Exam Description:
Implementing Secure Solutions with Virtual Private Networks v1.1 (SVPN 300-730) is a 90-minute exam associated with the CCNP Security Certification. This exam tests a candidate’s knowledge of implementing secure remote communications with Virtual Private Network (VPN) solutions including secure communications, architectures, and troubleshooting. The course, Implementing Secure Solutions with Virtual Private Networks, helps candidates to prepare for this exam.
The following topics are general guidelines for the content likely to be included on the exam. However, other related topics may also appear on any specific delivery of the exam. To better reflect the contents of the exam and for clarity purposes, the guidelines below may change at any time without notice.
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15% 1.0 Site-to-site Virtual Private Networks on Routers and Firewalls
1.1 Describe GETVPN
1.2 Describe uses of DMVPN
1.3 Describe uses of FlexVPN

20% 2.0 Remote access VPNs
2.1 Implement AnyConnect IKEv2 VPNs on ASA and routers
2.2 Implement AnyConnect SSLVPN on ASA
2.3 Implement Clientless SSLVPN on ASA
2.4 Implement Flex VPN on routers

35% 3.0 Troubleshooting using ASDM and CLI
3.1 Troubleshoot IPsec
3.2 Troubleshoot DMVPN
3.3 Troubleshoot FlexVPN
3.4 Troubleshoot AnyConnect IKEv2 on ASA and routers
3.5 Troubleshoot SSL VPN and Clientless SSLVPN on ASA

30% 4.0 Secure Communications Architectures
4.1 Describe functional components of GETVPN, FlexVPN, DMVPN, and IPsec for site-to-site VPN solutions
4.2 Describe functional components of FlexVPN, IPsec, and Clientless SSL for remote access VPN solutions
4.3 Recognize VPN technology based on configuration output for site-to-site VPN solutions
4.4 Recognize VPN technology based on configuration output for remote access VPN solutions
4.5 Describe split tunneling requirements for remote access VPN solutions
4.6 Design site-to-site VPN solutions
4.6.a VPN technology considerations based on functional requirements
4.6.b High availability considerations
4.7 Design remote access VPN solutions
4.7.a VPN technology considerations based on functional requirements
4.7.b High availability considerations
4.7.c Clientless SSL browser and client considerations and requirements
4.8 Describe Elliptic Curve Cryptography (ECC) algorithms




QUESTION 1
DRAG DROP
Drag and drop the correct commands from the right onto the blanks within the code on the left to implement a
design that allow for dynamic spoke-to-spoke communication. Not all commands are used.
Select and Place:

Correct Answer:
Section: Site-to-site Virtual Private Networks on Routers and Firewalls

QUESTION 2
A second set of traffic selectors is negotiated between two peers using IKEv2. Which IKEv2 packet will contain details of the exchange?

A. IKEv2 IKE_SA_INIT
B. IKEv2 INFORMATIONAL
C. IKEv2 CREATE_CHILD_SA
D. IKEv2 IKE_AUTH

Correct Answer: B

QUESTION 3
Refer to the exhibit. The DMVPN tunnel is dropping randomly and no tunnel protection is configured. Which
spoke configuration mitigates tunnel drops?
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